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SYSTEM AND METHOD FOR MANAGING A 
PLURALITY OF SNAPSHOTS 

RELATED APPLICATION 

This application is related to the following United State 
Patent Application: 

U.S. patent application Ser. No. 10/101,889, entitled SYS 
TEM AND METHOD FOR COALESCINGA PLURALITY 
OF SNAPSHOTS by Hugo Patterson, Which is incorporated 
herein by reference. 

FIELD OF THE INVENTION 

The present invention relates to data protection and restoral 
and, in particular to managing multiple backups of data. 

BACKGROUND OF THE INVENTION 

A ?le server is a computer that provides ?le service relating 
to the organiZation of information on storage devices, such as 
disks. The ?le server or ?ler includes a storage operating 
system that implements a ?le system to logically organiZe the 
information as a hierarchical structure of directories and ?les 
on the disks. Each “on-disk” ?le may be implemented as a set 
of disk blocks con?gured to store information, such as text, 
Whereas the directory may be implemented as a specially 
formatted ?le in Which information about other ?les and 
directories are stored. A ?ler may be con?gured to operate 
according to a client/ server model of information delivery to 
thereby alloW many clients to access ?les stored on a server, 
e.g., the ?ler. In this model, the client may comprise an 
application, such as a ?le system protocol, executing on a 
computer that “connects” to the ?ler over a computer net 
Work, such as a point-to-point link, shared local area netWork 
(LAN), Wide area netWork (WAN), or virtual private netWork 
(VPN) implemented over a public netWork such as the Inter 
net. Each client may request the services of the ?ler by issuing 
?le system protocol messages (in the form of packets) to the 
?ler over the net-Work. 

A common type of ?le system is a “Write in-place” ?le 
system, an example of Which is the conventional Berkeley fast 
?le system. In a Write in-place ?le system, the locations of the 
data structures, such as inodes and data blocks, on disk are 
typically ?xed. An inode is a data structure used to store 
information, such as metadata, about a ?le, Whereas the data 
blocks are structures used to store the actual data for the ?le. 
The information contained in an inode may include, e.g., 
oWnership of the ?le, access permission for the ?le, siZe of the 
?le, ?le type and references to locations on disk of the data 
blocks for the ?le. The references to the locations of the ?le 
data are provided by pointers, Which may further reference 
indirect blocks that, in turn, reference the data blocks, 
depending upon the quantity of data in the ?le. Changes to the 
inodes and data blocks are made “in-place” in accordance 
With the Write in-place ?le system. If an update to a ?le is 
extends the quantity of data for the ?le, an additional data 
block is allocated and the appropriate inode is updated to 
reference that data block. 

Another type of ?le system is a Write-anywhere ?le system 
that does not over-Write data on disks. If a data block on disk 
is retrieved (read) from disk into memory and “dirtied” With 
neW data, the data block is stored (Written) to a neW location 
on disk to thereby optimiZe Write performance. A Write-any 
Where ?le system may initially assume an optimal layout such 
that the data is substantially contiguously arranged on disks. 
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The optimal disk layout results in ef?cient access operations, 
particularly for sequential read operations, directed to the 
disks. A particular example of a Write-anywhere ?le system 
that is con?gured to operate on a ?ler is the Write AnyWhere 
File Layout (WAFLTM) ?le system available from NetWork 
Appliance, Inc. of Sunnyvale, Calif. The WAFL ?le system is 
implemented Within a microkernel as part of the overall pro 
tocol stack of the ?ler and associated disk storage. This micro 
kernel is supplied as part of NetWork Appliance’s Data 
ONTAPTM storage operating system, residing on the ?ler, that 
processes ?le-service requests from netWork-attached cli 
ents. 

As used herein, the term “storage operating system” gen 
erally refers to the computer-executable code operable on a 
storage system that implements ?le system semantics and 
manages data access. In this sense, Data ONTAP softWare is 
an example of such a storage operating system implemented 
as a microkernel. The storage operating system can also be 
implemented as an application program operating over a gen 
eral-purpose operating system, such as UNIX® or WindoWs 
NT®, or as a general-purpose operating system With con?g 
urable functionality, Which is con?gured for storage applica 
tions as described herein. 

Disk storage is typically implemented as one or more stor 
age “volumes” that comprise physical storage disks, de?ning 
an overall logical arrangement of storage space. Currently 
available ?ler implementations can serve a large number of 
discrete volumes (150 or more, for example). Each volume is 
associated With its oWn ?le system and, for purposes hereof, 
volume and ?le system shall generally be used synony 
mously. The disks Within a volume are typically organiZed as 
one or more groups of Redundant Array of Independent (or 
Inexpensive) Disks (RAID). RAID implementations enhance 
the reliability/ integrity of data storage through the redundant 
Writing of data “stripes” across a given number of physical 
disks in the RAID group, and the appropriate caching of 
parity information With respect to the striped data. In the 
example of a WAFL ?le system, a RAID 4 implementation is 
advantageously employed. This implementation speci?cally 
entails the striping of data across a group of disks, and sepa 
rate parity caching Within a selected disk of the RAID group. 
As described herein, a volume typically comprises at least 
one data disk and one associated parity disk (or possibly 
data/parity) partitions in a single disk) arranged according to 
a RAID 4, or equivalent high-reliability, implementation. 

In a ?le server environment, data protection is typically 
implemented by generating a backup of selected volumes 
and/or ?les systems. These backups are generally stored on a 
tape drive. In certain knoWn ?le server con?gurations, a full 
backup of the entire ?le system or volumes is initially created. 
This full backup stores all of the data contained in the selected 
volume or ?le system. At set intervals thereafter, incremental 
backups are generated. These incremental backups record the 
changes or deltas, betWeen the full backup or last incremental 
backup and the current state of the data. These backups, both 
full and incremental, are typically Written to a tape drive. A 
noted disadvantage of Writing backups to tape devices is the 
relatively at Which they commit backup data to storage. Over 
all server performance may be substantially degraded during 
the backup operation due to the large processing overhead 
involved With a tape backup operation. This processing over 
head derives from copying operations involving the large 
amount of data that is being moved from the disks comprising 
the ?le system or volume to the backup tape device. 
When restoring a ?le system from a tape backup, many 

incremental backups are utiliZed to fully restore the ?le sys 
tem. Each of the deltas, or incremental backups, must be 
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individually restored, in the proper order, to generate the 
active ?le system. Thus, to fully restore a ?le system from a 
set of tape backups, the full backup must ?rst be restored. 
Then each of the incremental backups, are restored in the 
proper order to the ?le system. 

Given the sloW speed and other above-noted disadvantages 
to a tape backup system it seems clear that many administra 
tors Would prefer a tapeless backup alternate. One commer 
cially available tapeless backup is the CommVault® Gal 
axyTM Storage Management Software produced by 
CommVault Systems of Oceanport, N]. The CommVault 
system utiliZes magneto-optic or compact disc drives in a 
jukebox setting. This knoWn implementation permits random 
access of the data so that single ?le restoration is possible. 
HoWever, a notable disadvantage to such jukebox systems is 
that they require a large number of optical disks to contain the 
entire body of the full and incremental backups. These optical 
disks need to be stored, handled and changed and are, thus 
subject to loss or damage. 

SUMMARY OF THE INVENTION 

The disadvantages of the prior art are overcome by provid 
ing a system and method for managing a plurality of snap 
shots. To facilitate management, a metadata ?le is created in 
the active ?le system to be snapshotted that stores data con 
cerning the state of the ?le system. This state information can 
then be utiliZed by various application programs to determine 
hoW a particular snapshot should be managed. Including this 
metadata Within a snapshot of a ?le system makes the snap 
shot become self-describing by including various state infor 
mation of the snapshotted ?le system. The resulting system 
enables a fast and loW-overhead tapeless backup at a remote 
destination backup server. 

The destination backup server, utiliZing a ?le system 
capable of producing snapshots, is adapted so that backup 
clients of the backup server can perform conventional backup 
and recovery or replication operations to replicate backup 
client ?le systems on the backup server. At predetermined 
times, the backup server’s ?le system is snapshotted. A pro 
cess Within the storage operating system of the backup server 
then manages these collected snapshots according to a user 
de?ned schedule. This management of the plurality of snap 
shots can include such activities as deletion of stored snap 
shots based upon a variety of parameters including, e. g., the 
time stamp stored in the metadata of a snapshot. 
A backup client can selectively restore a path to a desired 

?le Without fully restoring an entire ?le system. This restoring 
on demand is accomplished by restoring the root directory of 
a snapshotted ?le system and then only restoring directories 
in the path to a particular ?le. The inodes of the partially 
restored directories are marked to alert the ?le system of a 
backup client to access the backup server for additional ?les 
and/ or directories. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and further advantages of the invention may be 
better understood by referring to the folloWing description in 
conjunction With the accompanying draWings in Which like 
reference numerals indicate identical or functionally similar 
elements: 

FIG. 1 is a schematic block diagram of an exemplary net 
Work environment having ?le servers and tape drives; 

FIG. 2 is a schematic block diagram of an exemplary ?le 
server in accordance With an embodiment of this invention; 
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4 
FIG. 3 is schematic block diagram of an exemplary storage 

?le system for use in accordance With an embodiment of this 

invention; 
FIG. 4 is schematic block diagram of an exemplary ?le 

system inode structure; 
FIG. 5 is a schematic block diagram of the exemplary ?le 

system inode structure of FIG. 4 including a snapshot inode; 
FIG. 6 is a schematic block diagram of an exemplary ?le 

system inode structure of FIG. 4 after data block has been 
reWritten; 

FIG. 7 is a time line of a stable and transitioning ?le system; 
FIG. 8 is a schematic block diagram of snapshot metadata 

in accordance With an embodiment of this invention; 
FIG. 9 is a How chart detailing the procedure performed in 

utiliZing stored metadata to select a proper snapshot; 
FIG. 10 is a schematic block diagram of an exemplary 

netWorking environment including ?le servers in accordance 
With an embodiment of this invention; 

FIG. 11 is a How chart detailing the procedure utiliZed by 
?le servers in the illustrative environment of FIG. 10 in accor 
dance With an embodiment of this invention; 

FIG. 12 is a schematic block diagram of an exemplary 
directory structure; 

FIG. 13 is a schematic block diagram of a partially restored 
directory structure in accordance With an embodiment of the 
invention; and 

FIG. 14 is a schematic block diagram of an exemplary 
inode. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

A. NetWork Environment 
FIG. 1 is a schematic block diagram of an exemplary net 

Work environment 100 in Which the principles of the present 
invention are implemented. A netWork 100 is based around a 
netWork cloud 102. This netWork cloud can be a local or 

netWork (LAN), a Wide area netWork (WAN), virtual private 
netWork (V PN) utiliZing communication links over the inter 
net, for example, or a combination of LAN, WAN and VPN 
implementations can be established. For the purposes of this 
description, the term netWork cloud should taken broadly to 
include any acceptable netWork architecture. The netWork 
cloud 102 interconnects various clients 104. Also attached to 
the netWork cloud is a ?le server 200. This ?le server, 
described further beloW is con?gured to control storage of, 
and access to, data and a set 108 of interconnected storage 
volumes 106. Connected to the ?le server is a tape drive 110. 
In knoWn data backup examples, the ?le server 200 Would 
back up data stored on disks 106 to the tape drive 110. Each of 
the devices attached to the netWork cloud include an appro 
priate conventional netWork interface arrangement (not 
shoWn) for communicating over the netWork cloud using 
desired communication protocols such as the Well-knoWn 
Transport Control Protocol/ Internet Protocol (TCP/IP), User 
Datagram Protocol (UDP), Hyper Text Transport Protocol 
(HTTP), Simple NetWork Management Protocol (SNMP), or 
Virtual Interface Connections (VI). 

B. File Servers 
FIG. 2 is a more-detailed schematic block diagram of an 

exemplary ?le server 200. By Way of background, a ?le server 
or ?ler, is a computer that provides ?le service relating to the 
organiZation of information on storage devices, such as disks. 
HoWever, it Will be understood by those skilled in the art that 
the inventive concepts described here may apply to any type 
of ?le server, Wherever implemented as a special-purpose or 
general-purpose computer, including a standalone computer. 
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The ?le server 200 comprises a processor 202, in memory 
204, in network adapter 206, a nonvolatile random access 
memory (NVRAM) 208 in the storage adapter 210 intercon 
nected by system bus 212. Contained Within the memory 204 
is a storage operating system 300 that implements a ?le sys 
tem to logically organiZe the information as a hierarchical 
structure of directories and ?les on the disks. In the illustrative 
embodiment, the memory 204 comprises storage locations 
that are addressable by the processor and adapters for storing 
softWare program code. The operating system 300, portions 
of Which are typically resident in memory and executed by the 
processing elements, functionally organizes the ?ler by inter 
alia, invoking storage operations in support of a ?le service 
implemented by the ?le server. 

The netWork adapter 206 comprises a mechanical, electri 
cal and signaling circuitry needed to connect the ?le server 
200 to client 104 over netWork cloud 102. The client 104 
maybe a general-purpose computer con?gured to execute 
applications, such as data base applications. Moreover, the 
client 104 may interact With the ?ler server 200 in accordance 
With the client/ server model of information delivery. That is, 
the client may request the services of the ?le server, and the 
?le server may return the results of the services requested by 
the client, by exchanging packets de?ned by an appropriate 
netWorking protocol. 

The storage adapter 210 incorporates With the storage oper 
ating system 300 executing on the ?le server to access infor 
mation requested by the client. Information maybe stored on 
the disks 106 ofa disk 108 (FIG. 1) that is attached via the 
storage adapter 210 to the ?le server. The storage adapter 210 
includes input/ output (I/O) interface circuitry that couples to 
the disks over in I/O interconnect arrangement, such as a 
conventional high-performance Fibre Channel serial link 
topology. The information is retrieved by the storage adapter 
and, if necessary, processed by the processor 202 (or the 
adapter 210 itself) prior to be forWarded over the system bus 
212 to the netWork adapter 206, Where information is format 
ted into appropriate packets and returned to the client 104. 

In one exemplary ?le server implementation, the ?le server 
can include a non-volatile random access memory (NVRAM) 
208 that provides fault-tolerant backup of data, enabling the 
integrity of ?ler server transactions to survive a service inter 
ruption based upon a poWer failure, or other fault. 

C. Storage Operating System 
To facilitate the generaliZed access to the disks 106 on the 

array 108, the storage operating system 300 implements 
Write-anywhere ?le system that logically organiZes the infor 
mation as a hierarchical structure of directories and ?les on 
the disks. Each “on-disk” ?le may be implemented as a set of 
disks blocks con?gured to distort information, such as data, 
Where as the directory may be implemented as a specially 
formatted ?le Which other ?les and directories are stored. As 
noted above, in the illustrative embodiment described herein, 
the operating system is the NetApp® Data ONTAPTM oper 
ating system available from NetWork Appliance, Inc., that 
implements the Write-anywhere ?le layout (WAFLTM) ?le 
system. It is expressly contemplated that any appropriate ?le 
system can be used, and as such, Where the term WAFL or ?le 
system is employed, it should be taken broadly to refer to any 
?le system that is otherWise adaptable to the teachings of this 
invention. 

The storage operating system comprises a series of soft 
Ware layers, including a media access layer 302 of netWork 
drivers (e.g., an Ethernet driver). The storage operating sys 
tem 300 further includes netWork protocol layers, such as an 
Internet Protocol (IP) layer 304 and its supporting transport 
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6 
mechanisms, the Transport Control Protocol (TCP) layer 306 
and the User Datagram Protocol (UDP) layer 308. 
A ?le system protocol layer provides multi-protocol data 

access and, to that end, includes support for the NetWork File 
System (NFS) protocol 312, the Common Internet File Sys 
tem (CIFS) protocol 314 and the Hyper Text Transfer Proto 
col (HTTP) 316. In addition, the storage operating system 
300 includes a disk storage layer 322 that implements a disk 
storage protocol, such as a RAID protocol, and a disk driver 
layer 324 that implements a disk access protocol such as, e. g., 
a Small Computer System Interface (SCSI) protocol. 

Bridging the disk softWare layers With the netWork and ?le 
system protocol layers is a ?le system layer 326 of the storage 
operating system 300. Generally the ?le system layer 326 
implements a ?le system having an on-disk format represen 
tation that is block-based using, e.g., 4-kilobyte (KB) data 
blocks and using inodes to describe the ?les. In response to 
transaction requests, the ?le system generates operations to 
load (retrieve) the requested data from disks 106 if it is not 
resident “in-core”, i.e., in the ?ler’s memory 204. If the infor 
mation is not in memory, the ?le system layer 326 indexes 
into the inode ?le using the inode number to access an appro 
priate entry and retrieve a logical volume block number. The 
?le system layer 326 then passes the logical volume block 
number to the disk storage (RAID) layer 322, Which maps 
that logical number to a disk block number and sends the 
latter to an appropriate driver (for example, an encapsulation 
of SCSI implemented on a ?bre channel disk interconnection) 
of the disk driver layer 324. The disk driver accesses the disk 
block number from disks 106 and loads the requested data in 
memory 204 for processing by the ?ler 200. Upon completion 
of the request, the ?ler (and storage operating system) returns 
a reply, e. g., a conventional acknoWledgement packet de?ned 
by the CIFS speci?cation, to the client 104 over the netWork 
cloud 102. 

It should be noted that the storage access request data path 
330 through storage operating system layers described above 
needed to perform data storage access for the client requests 
received the ?le server may alternately be implemented in 
hardWare, softWare or a combination of hardWare and soft 
Ware. That is, in an alternative embodiment of this invention, 
the storage access request data path 330 may be implemented 
as logic circuitry embodied Within a ?eld programmable gate 
array (FPGA) or in an application speci?c integrated circuit 
(ASIC). This type of hardWare implementation increases the 
performance of the ?le service provided by the ?le server 200 
in response to a ?le system request issued by a client. 

Included Within the ?le system layer is a set of snapshot 
processes 328, Which implement the inherent snapshot capa 
bilities of the ?le system. The native SnapshotTM capabilities 
of the WAFL ?le system are further described in T R3002 File 
System Design for an NFS File Server Appliance by David 
HitZ et al., published by NetWork Appliance, Inc., and in US. 
Pat. No. 5,819,292 METHOD FOR MAINTAINING CON 
SISTENT STATES OF A FILE SYSTEM AND FOR CRE 
ATING USER-ACCESSIBLE READ-ONLY COPIES OF A 
FILE SYSTEM by David HitZ et al., Which are hereby incor 
porated by reference. “Snapshot” is a trademark of NetWork 
Appliance, Inc. It is used for purposes of this patent to des 
ignate a persistent consistency point (CP) image. A persistent 
consistency point image (PCPI) is a point-in-time represen 
tation of the storage system, and more particularly, of the 
active ?le system, stored on a storage device (e. g., on disk) or 
in other persistent memory and having a name or other unique 
identi?er that distinguishes it from other PCPIs taken at other 
points in time. A PCPI can also include other information 
(metadata) about the active ?le system at the particular point 










